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case stud

ith collective awareness of data

brreac hes at an all-time high many

financial instiutions are we uhrlU
mard to mmplement polioes 2 salutions that
protect sensitive information. This also serves

to protect ther reputations and
competitiveness, In todays digital world,
critical fimanoial data 1 Being sent back and
forth hetween businesses and indvduals at
speeds fastor than anyone ever hought
possibile, While this inlormation exchange
allows financal institulions to delver higher
lewids of garvice and capitalise on emegng
growth opportunities, it can also leave therm
willnerale 1o security breaches and data leaks

Hetrnes, & multi-specialist assel manager
owned by the BT Penston Scheme, deals with
ahuge amount of sensitive data and wanted
a better way 1o transfer it 1 required &
versatile secunty solution for which they
turnad 1o lpswatch, instaling ther MOVER
DT slation

"W needed 10 host an FTP site so that
paople could post mbarmation ta us, which
obwiously needed 10 be very secure due to the
sensitivity of the data,’ explains lamie Dowar,
Toehnical Senvces Manager at Hermes, "We
didnt host FTP before as wiz ware o pull gily
organisation and just used the hasic Microsoft
tools. However, due to changing busimess
rEguirernenLs we reguied an ent prprise-class

FIT solution that was highly secure”
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Having recognised the need for a solution,
Hermes evaluated several products that were
placed in Gartner's Magic Quadrant, They
also taok into account other peaples
thoug hits and expenences

Newar enthuses, “We looked at reviews,
what others were using, and what the peaple
wiir wiik with used. This led us to evaluate
the MOVEIt DIMZ solulion [rom [pswitch and
we found that it met our reguiramants of
Hexbility, rellability, and secunty, We
particulaly lked the way the server partitions
itself up in MOVEI, that everything on the
sorver 15 enerypted, and that MOVELL
automatically replicates any changes in s
confguration to the mirar MOVER servers at
our DR site.”

Tor keep fully updatad wath market actvity
and 1o provide the level of serice that our
clients expect, Hermes shares and receves a
widde range 0f highly sensitive data with a
rumber of third parties. It typically
dovenlosds a lot of ime-sensitive market data
avermight, pulling down several millici ows
al information. Rewar comments, “MOVE(T
DMZ has proven to be very reliable since
deployment”

RELIABLE AND FLEXIBLE SOLUTION
WACWVEILS AP interface option provdes third
parly programs (including Web applications)
with programmatic access 1o MOVER DMZ

starage and user database services,
and 1o ils users, folder, pormissicns and
reporting functions, This option has enabled
Hermes to easily integrate ity job scheduler,
whieh it uses 1o download vital information.

This micars it fits i well with overnight
processing, which used o be manual, Dewat
adds, "Welve got a new job scheduler and
IOVEI ties in nicely with it through the APfs,
feading any oror codes back 1o the
scheduler, For example, when the job
scheduler i loachng up the data hub with
infermation from Bloombers, it calls MOWVEN
to go and gt the fibe, and then MOVER
relums an error code or success code, and
the scheduler knews 1o cantinue processing
that data, othenwise it will stop, exit and take
some other action,’

This integration means that the 17 team can
easily establish if a data ransfer has been
suecessiul wilh status information being
placed in designated folders. MOVEILIN tum
palls these tolders accarding 1o ils schedule
and ther parforms the conligured action,
such as FTR archive, copy and 50 on

Dewar concludes, If required, we can also
canfigure it 1o send successTail emails 10
ralevant parties. The advanced error checking
antd reporting has Been very uselul If
something hasn't happened, it Is casy to find
oul why' C5 :
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