MOVEit DMZ with Antivirus Integration

Scan for Viruses Before They Enter Your Network

Think quick: Are your inbound and
outbound file transfers as safe as they
can be? Specifically:

e When you receive inbound files, are
you doing all you can to protect your
IT infrastructure from the risk of
viruses and malware?

e Are your outbound data and file
transfers “clean,” so you don’t
expose your trading partners to any
viruses that might be undetected in
your systems?

Now with MOVEit DMZ’s antivirus
integration capability, you can confidently
answer “yes” to these questions. By
integrating with your Symantec or Sophos
ICAP-enabled antivirus solution, MOVEit
DMZ ensures that all the files you receive
are scanned before they enter your
network. Not only does this protect your
applications, data and valuable IT assets,
but it prevents you from accidentally
passing on any viruses that may exist in
your systems.

Maximum Protection. Maximum
Peace of Mind.

Today, exchanging millions, even billions

of mission-critical data and files with
employees, vendors, and business partners
on a global scale is simply the way business
is done. But with each interaction, your
organization faces potential exposure to
viruses, worms, Trojan horses and other
malware — and the damaged files, corrupted
applications, reduced performance and
other adverse business effects that come
with them.

MOVEit DMZ has a solution to this problem.
Integrating MOVEit DMZ with your antivirus
solution ensures that inbound and outbound
file transfers are as clean —and virus free —
as possible.

MOVEit DMZ'’s real-time integration

with Sophos and Symantec ICAP-enabled
antivirus solutions helps to prevent viruses
with any file transfer. Whether the incoming
files are part of an automated workflow
between two systems or an ad hoc
interaction between people, any infected
files are not allowed to enter MOVEit DMZ.
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MOVEit DMZ with Antivirus Integration

MOVEit DMZ communicates with Sophos and Symantec via the
universal ICAP protocol to scan all files being uploaded to MOVEit
DMZ. Ipswitch recommends and has tested against Symantec Scan
Engine 5.2.10 and Sophos SAV Dynamic Interface 2.0. These
versions support the ICAP protocol, which is required to interface
with MOVEit DMZ and other desktop versions from these same
vendors will not integrate with MOVEit DMZ.

Then, as files are uploaded to the MOVEit DMZ solution, it streams
a copy of each file to the antivirus server over a secure ICAP-
enabled channel. If any type of malware is found, such as software
viruses, worms or Trojan horses, MOVEit DMZ destroys the
temporary file and prevents the file upload.

MOVEit DMZ also alerts the user that the upload failed due, and
logs the critical event details, including the type of virus found, the
corresponding timestamp, the scan engine, version and definition
tag. Users can generate reports based on these criteria for
maximum insight into the number of files detected and blocked
during a specific time period.

Immediate, Automatic Virus Protection
MOVEit DMZ offers real-time antivirus integration with Sophos
or Symantec ICAP-enabled antivirus solutions, which scan all files

being uploaded to MOVEit DMZ. If an infected file is detected,
MOVEit DMZ will immediately and automatically:
e Reject the transfer of the infected file
e Alert end user that upload failed due to virus detection
e Log the virus, timestamp, the scan engine, version and
definition tag
e Report the list of infected files that have been detected
during a specified time period

With MOVEit DMZ with Antivirus, you can stop worrying about
the risk of viruses and focus on what’s really important — running
your business.

About MOVEit DMZ

MOVEit DMZ is an extremely secure MFT server for mission-critical
data transfers. It lets companies manage and govern the exchange
of large files and sensitive information to internal and external
endpoints. MOVEit DMZ delivers fast time-to-value and increased
efficiency while meeting strict SLAs, compliance mandates and
security requirements.

To learn more about MOVEit DMZ with Antivirus or any
other Ipswitch managed file transfer solution, please visit

www.lpswitchFT.com.
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