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Securingyourhomeoffice
Here' s aninterestingquestionforallyouinformationsecurityprofessionalsout
there : howsecure

is yourhomeIT?No
, seriously . There' s nodoubtingthatyou

have a handleonkeepingdatasecureacrosstheenterprisealright ,

buthow
cluedupareyouawayfromtheofficewherethingsareactuallyratherdifferent

in terms of bothriskandresponse?DaveyWinderinvestigates

Although there is someweight to
theargument thatcybercrime is

prettymuch
a high-techscattergun thesedays ,

withnogreatregard
beinggiven to whetherthetargetdata is on a corporatenetwork

or withinthehome
,

thetruth is thattherearesomeimportant
differencesbetweenthetwo in terms of thethreatlandscape .

One
keyarea of difference is theaverageuserprofile at home

,

anaspect
that is easilyoverlookedbytheinfosecprofessional used

to

onesize-fits-all employees.

Nooneneeds to becometheCSO of

theirownhouse

Throwyoungandtechnologicallynaivechildrenintothemix
,

togetherwithinquisitiveandrebelliousteenagers ,

andtherisk
landscapebecomesmuchharderto manage .

" Childrenhave
grownupwithtechnologyandareadept at driving it

"

,

DavidEmm
,

seniorsecurityresearcher at Kaspersky Labremindsus .

"

The

internet is a relativelynewphenomenon andthere' s
no ' online

commonsense' to match theguidelineswe'
re able to passon to

childrenabouthow
to crosstheroadsafely

"

.

This is why it' s vital to look
at

thenon-technicalcontext in

whichfamilycomputersareused .

" Notallowing a child to have
a computer in

theirbedroom
,

butlocating it in a familyroom
;

simplysharingchildrens'onlineexperience from a youngage ;

or

establishingguidelinesaboutwhat' s safeandisn'
t safeonline "

,

Emmsuggests.

Teenageangst

Thatsaid
,

infosecprofessionalsarealsofarlesslikely to

underestimate thevalue of computersecuritysoftware thanyour
averageJoe . Thisputsthem in anidealposition to bestprotectthe
family.

"

Certainlyfromanecdotalconversations I havehadwith infosec
professionals at tradeshows or conferences

, theydotransfertheir
bestpractices to theirhomeenvironment "

,

RikFerguson ,

senior
securityadvisor

at TrendMicro
,

toldus .

"

Infosec professionals
certainlyknowenough to restrict theuseraccounts of theirkids
fromhavingadministratorprivileges

"

, Ferguson adds.
Unfortunately ,

a lack of timeratherthanawareness is oftenthe
mainproblemwhen it comes to homesecurity ,

andwhile
one-sizefits-all solutionsprovide a quick fix

, theymightnotprovidethemost
secure one.

AsNortonsecurityexpertConMallonsays ,

"

Teenagersusethe
internet

in
a differentwayandthereforeparentsneed to tunetheir

It is nearimpossible to keep a logicalseparation of yourhomeand
officedomains
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[

Infosecprofessionals ]

dotend to

practicewhattheypreachboth at

work
,

and at home

JohnWalker
,

ISACA

homesecurity to addressthis . Manyteenagersdonotemail

communicatingoverinstantmessagingandsocialnetworkingsites is

farmoreappealing to
thisaudience "

.

Thentherearethemultipledevicesthatconnect to
the

internet to
consider .

"

Cybercriminalscanusethat to their
advantageandtemptyourteenager intodownloadingthatgame
or music in a format in

which a
virus

,

worm or
malwarecanthen

enterthehomenetworkandinfectandimpactall of thefamily
"

,

Mallonwarns.
Indeed

,

recreationaluseis somethingthatis simplydealtwith
in thecorporateenvironmentbygenerallyblocking it

,

which is

notanoptionat home if youhaveteenagekids or something
called a

life! "

Perhapsprofessionalsare in danger of becoming

complacentandlikely to
falloverthebadthings

"

,

admitsNigel
Hawthorn

,

VPEMEAmarketing ,

BlueCoatSystems ,

whoadds
thatconversely ,

" we' re moreaware of themostobvioussocial

engineering threats
,

so
[

we
] can_takepreventativemeasureson

these "

.

Everythingchanges , everythingstaysthesame
Sothosearetheobviousdifferencesbetweenhomeandcorporate
informationsecurity ,

butwhataboutthesimilarities?David

Bennett
,

directorEMEAconsumerbusinessdevelopment at

Webroot
,

statestheobviouswhenhesaystheyarebothabout

theneed to protectdataandidentity . Sowhynotapplysimilar

passwordmanagementstrategies at
homeasyoudo at work? Is it

reallythatdifficult to imaginegettingyourfamilyto choosemore

securepasswordsandchangethemon a
definedbasis?

" Thesolution is actuallyverycloseirrespectiveof business or

home "

,

Bennettinsists .

" Bothrequire a similarapproachpartly
protectedbyapplicationssuchasstandaloneAV

,

definedpassword
andaccessmanagement ,

or securitysuitesthatdriveoutthe
naturalhumanlazinesswithpasswordmanagementbycreating

alphanumericencryptedpasswordswithsimpleassociation to
sites

wherelogondetailsarerequired
"

.

Theverybasics of keepingapplicationspatchedandsecurity
softwareupto datewillbesecondnature to everyinfosec

professionalandbestpracticeappliedwherever theyare
, surely?Not

according to SeanSullivan
, securityadvisor at

F-Secure
,

whoreckons

thatsadlybestpracticedoesnotalwaysgettransferred to thehome

network.
" Bestbusinesssecuritypractices includeitemssuchaspassword

lockscreensavers "

,

hesaysbyway of example , adding
" mosthome

usersdon' t locktheircomputerswhentheyare '

away' .
Also

,

most

peopledonotyetscreenlocktheirsmartphones ,

most of whichcan

easilyprovideaccess
to thesamewebsitesandemailaccountsthat

peopleattempt to protect at
home "

.

Doingyourhomework
Notonlyaretheresimilarities in protectinghomeandbusiness

networks
,

butoftentheboundariesbetweenthetwobecome

blurred . If youarebringingworkhome
,

shouldyouremployer
securethehomenetworkaswell?SteveFurnell

,

IEEEmember

andprofessor of
informationsystemssecurityandhead of

theNetworkResearchGroup at theUniversity of Plymouth ,

is

convincedthat it wouldhelp if businesseswereable to take
a
holisticviewandappreciatemorethat a securityculture

shouldn' t simplystop at theofficedoor.

Areinfosecprofessionalspractisingwhattheypreachandeating
theirowndogfood in theirhomes?
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" Staffmaybemorereceptive if theycanseethatthey' re

gettingwidersupport to theirpersonalbenefitratherthanjust
theemployer' s

"

,

hetoldInfosecurity , adding ,

"

anythingthat
businessescando to affecttheirusers'securitymindsetwillbe
likely to helpthemregardless of whethertheyare

at home
or

at

work "

.

Indeed
,

hisresearch
at

theUniversity of Plymouthhas
indicated thatsecuritypractices at homecanbetangiblyaffected
bywhethertheuserhasbeenexposed to relatedtraining at

work .

" Basedupon a survey of 333users
,

wefoundthat if they' d

beentrained at workthen12%%more of themwerelikely to

shredconfidentialdocumentsbeforedisposing of them "

,

Furnell
revealed

,

" and17%%more of themwere likely to change the
defaultpasswordontheirhomerouter "

.

Staffmaybemorereceptive if they
canseethatthey' re gettingwider
support ,

to theirpersonalbenefit
ratherthanjusttheemployer' s

SteveFurnell

Sowheredoestherealresponsibility forsecurityfall?Kevin
Bocek

,

a director at IronKey ,

is alsokeen to pointoutthat
enterpriseresponsibilityfordataprotectiondoesn' t dependon
distancefromtheenterprise .

" Workdatamustbeprotected
wherever it goesandprivatedatamustberegulatedunderthe
UKDataProtectionAct

, bylaw "

,

heremindsus .

" Information

securityprofessionalsshouldassumetheworse "

,

Bocekinsists
,

"

to ensuretheyprovidesystemsthatprotectdatawherever
it goes

"

.

SeanSullivan
,

F-Secure

CONFESSIONSOFANINFOSECPROFESSIONAL

FrankKenney , 1pswitchFileTransfer' s VP of globalstrategy ,

worksfrom
a homeofficeandhas a confession to make : asmuchashetries

to

keep a logicalseparation of domains
,

therearetimeswhenhefinds
himselfcheckingemailor openingupspreadsheetsonthewrong
machine .

" Theproblem is

,

I sometimescheckcorporateemailwithmy
personalmachinesanddevices "

, Kenneytoldus "

allowingpotential
malware to haveaccess to sensitiveandproprietarycorporate
information "

.

Becauseavailabilityandusage of prosumerdevicessuchasthe
iPhoneandiPadcontinue to rise

,

andthesedevicesare target-Led at

youngeraudiencesyetrequire a greateramount of securityandoverall
riskmitigation (

makesureyouput a passcodeonyouriPhoneand
installremotewipingapplications )

, companiesshouldoffersimple
remindersandincentives to homeusers to implementcommon-sense

securitymechanisms . Forexample ,

setupreminders to changeemails
andpasscodes ,

aswellasrecommendationsforofflinebackupand
subscriptions to anti-viraltools.

"

Nooneneeds to become theCSOof theirownhouse "

, Kenneysays ,

" butincorporating information securitybestpracticesintooverallhouse

securityprocesses (

alarmsystem ,

housekeys ,

smokedetectors
,

antivirus
)

willmitigate themajority of therisks to homeusersandthustheir
homeawayfromhome

, corporateenvironments "

.

Infosecprofessionalscertainly
knowenough to restricttheuser
accounts

of theirkidsfromhaving
administratorprivileges
RikFerguson

Hawthorn of BlueCoatSystemssuggeststhat "

if an
acceptableusagepolicy is flexibleenough to allowfornonwork
activities

,

it shouldcoverhomeusagealso "

,

andarguesthatwhile
there is a degree of jointresponsibilityinvolved

, ultimately it' s the
organisation' s dataandreputationthatcouldbecompromised
otherwise.

Paranoia
At theend of theday ,

informationsecurityprofessionalstend to

sufferfrom a highlevel of paranoiaaccording to ProfessorJohn
Walker

,

a member of theISACASecurityAdvisoryGroupandCTO
of

Secure-Bastion .

"

When
it comes to theirhome

,

andfamilyuse
,they

arethegroupwhounderstand therisksandwhattheymean in real
terms

,

sotheydotend to practicewhattheypreachboth at work
,

and at home " Walkersays . Heconcludes :

"

If theydonot
,theycould

justbe in thewrongjob!
"

-
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